July 21, 2008

The Honorable Cathy McMorris
U.S. House of Representatives
1708 Longworth House Office Building

Washington, D.C. 20515
Dear Congressman McMorris, 

The Washington Technology Industry Association is a trade organization representing about 1000 technology related companies that employ over 100,000 people across the state of Washington.

We are writing to you today to express our concern over the search and seizure of a wide range of computers and electronic devices at borders and international terminals at airports.

We fully understand the needs of the federal government to protect our nation from terrorism, child pornography and other potential harmful or illegal items being brought into the United States.  However, we are concerned about overzealousness on the part of Customs officials and others who are responsible for border/airport enforcement, especially as it relates to the searching and seizing of computers and other electronic devices that have personally identifiable information.
Computers and other electronic devices are the digital equivalents of briefcases and wallets.  They are used to store documents of a business or personal nature.  Customs agents do not routinely search and seize the folders within briefcases or the contents of wallets, nor should they be doing the same with laptops and PDAs.

If the person possessing such devices is suspected of a crime or specifically linked to a criminal or terrorist organization, that would give Customs and other government agents a reason to closely inspect their belongings.

Businesses of all types are attempting to better handle personal and sensitive data, often in response to government mandates, such as Sarbanes-Oxley, by encrypting files that employees use or store on laptop computers, PDAs and other portable electronic devices.  For the federal government now to be forcing these employees to divulge encrypted information increases a businesses liability and may inadvertently put them in violation of federal laws by complying with these unwarranted requests from Customs officials.

Recent federal court decisions have now given U.S. government agencies wide latitude to search and seize computer and devices that pose little to no threat.  It is appropriate that Congress act to give guidance to the federal enforcement agencies to curtail the unintended consequences of such broad grants of authority.

If you have any questions for us about this issue, please contact me at Kmyer@washingtontechnology.org or by phone at (206) 448-3033 x102.

Sincerely,

Ken Myer, CEO

Washington Technology Industry Association

